ECWMG604 Advanced Web Technology - Assignment 1

1. Requirements of the HR Management System

The function of human resources (HR) departments is generally administrative and common
to all organizations. Currently human resource management systems include functionalities
such as payroll, time and attendance, recruiting/learning management, scheduling, etc.
(Wikipedia, 2012, http)

In this assignment, it focuses on two main functionalities of HR management systems, which
are employee management and payroll management. As well, for simplicity of the
application, there are two types of users named as normal user and admin user. These users
have different security levels, thus the information will be filtered according to the user type
before it shown. The admin user will have the access to all the employee information
including sensible information such as previous departments and roles, hire date and salary.
However, a normal user can access general information of all employees without sensible

information.

Accordingly, the main requirements of the two users are captured as shown in Figure 1.

.<_<_e.x.t:an.d_>z
g / <<extend>>
View My Profile @ <=---------- Change Password
e
Normal User View Employee Information
/ Edit Employee Information

Admin User \\\

\ View Payroll Information
Add New Salary

System

LAY N

Figure 1 - Use case diagram of the HR management system
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1.1. Functional Requirements
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Furthermore, the detailed functional requirements of admin user and normal user are
specified in Table 1, Table 2 and Table 3.

ID

FR1

Requirement

Login/Logout

Description

Both users are able to login to the system, where the
logout is optional. Username and password values are
mandatory in order to login.

FR2

View My Profile

Both users are can view their profile. Employee
number, name, title, date of birth, hire date, gender,
departments and departments’ roles are shown.

FR3

Change Password

Both users can change their login password. Old
password, new password and re-type password are
mandatory in order to successfully change password.

ID

FR4

Table 1 - Detailed common functional requirements of both admin and normal user.

Requirement

View Employee Information

Description

Admin can view all employee information such as
employee number, name, title, date of birth, hire date,
gender, departments and departments’ roles.

FR5

Edit Employee Information

Admin is able to edit first name, last name, date of
birth, hire date, gender, departments and departments’
roles of employees. Admin can update the employee
photo by uploading a photo. Also first name, last
name, date of birth, hire date, gender, departments
and departments’ roles of employees are mandatory in
order to successfully perform edit.

FR6

Add New Employee

Admin is able to add new employee to the system. In
order to add a new employee, first name, last name,
date of birth, hire date, gender, departments and
departments’ roles are mandatory. Also admin can
upload the employee photo.

FR7

View Payroll Information

Admin can view payroll information such as from
date, to date and salary of employees, where the
admin can search a particular employee by employee
number.

FR8

Add New Salary

Admin is able to add new salary for a particular user
for a given time period. Salary, from date and to date
is mandatory in order to successfully add new salary.
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ID | Requirement Description

Normal user can view all employee information such
FR9 | View Employee Information | as employee number, name and present title, date of
birth and gender.

Table 3 - Detailed functional requirement of normal user

Note: In order to change information in my profile page, the normal user needs to contact
admin. Also both admin user and normal user can view sensible information such as hire

date, departments and departments’ roles in my profile page.
1.2. Non-Functional Requirements

Moreover, there are two important non-functional requirements for the application such as,

e It should use a REST API wherever possible.

e AJAX style of communication between browser and server.
2. Mock-Ups

Note: In section 3.1 (UML Class Diagram), Login page and LoginError page is designed as
two pages. However as shown in Figure 2, these pages will be combined into one page named

Login.

MAX HRMS - Login

<: E> X {} Lhtto://www.maxhrms. com ] @

Esername l

MAX HRMS | [Password |

The username or password you entered is incorrect,
Please try again,,.

Legins into the
applicaiten

\ #]
\

Red color error message will

display if login fails.

Figure 2 - Login page
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<> X

MAX HRMS - Home

http://www_maxhrms .com/home

D

Wy MAX HRMS

Welcome Rumesh,..!

Employee Management
and Payrall
Management
functionalities will be
implemented in the
pratotype.,

Navigates to Employee
Management page

v A

-.-vr

Employes Management I Payrall M

B

e () e

| e profite

Capyright RMAX z? Home

L

/

Footer links

Figure 3 - Home page

Logout from the
application

Mavigates to
Payrall Management
page Mote: Only
allowed users will
be able to access
payroll information.

Note: By pressing add new employee button in employee management page, the user can

navigate to add new employee page/pop-up window. By pressing cancel in add new

employee page, the user can navigate back to employee management page. As well, when

adding new user, admin can only add employee information without salary. Through payroll

management, admin can add salary to new employee.

G XD

MAX HRMS - Employee Management

ihﬂg:/fwww.moxhrms.com/emglo-l @

MAX HRMS Welcome Rumesh. .|
Home | Employee Monagsment
EmpID | Name Gender | DOB Hire Date
10001 Geargi Facella L'} 1963-09-02 | 1986-06-26 | View
Breadcrumb
10002 Bezalel Simmel | F 1964-06-02 | 1985-11-21 | View '/
10003 Parto Bamfard M 1959-12-03 | 1986-08-28 | View
10004 | Chirstion Kablick | M 1954-05-01 | 1986-12-01 | View
p[+] Add New Employee
Capyright RMAX zu?@ | Employes ManaggfEnt | Payrall | My Profile

Footer links

This image butten will
show according to
user/security level,

Add New Employee ®
Emp. No: 10599 -
- Red colour error
AN T — e
Last Mame: lem—er last name Errar mes: mage appear is
1 validation fails.
- bore of 8irtn. [1988/10/13 | [ oo v .
By clicking View
fa
button will navigate | Mire pare: | 1988/10/13 E Error messae b &
to respective Gender: Corar s
employee
information page. Departments: | seject ]| select I;I! / f[ E to E Upload a new
Errar me: szage phote of the
(B Add New user,
By clicking Add New
Employee button will
(] B X

n?zzm:dd new pﬁ%zsﬂ
WK .

Resets the form

Save Cance
e N
[4

New employee Cancel and exits the form.
details will be saved
to the database,

This will navigate back to
employee management
page.

Figure 4 - Employee management home page and add new employee pop-up

Note: By pressing edit button in employee information page, the user can navigate to edit

employee information page/pop-up window. By pressing cancel in edit employee information

page, the user can navigate back to employee information page.
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Breadcrumb

Hire Date and
previous Departments
roles will be show
according to the

user/security level.

Back to Employee
Management page.

Edit button will bz/

show according to the
user/security level.

/

Footer links

Resets the form

MAX HRMS - Employee Information Edit Employee Information " -
<] E> X {;} Ihﬂg:ﬂwww.moxhrms.coma’emelo'l @ Emp. MNa: 10004 Red calour errar
First Name: Errar messa; o2 messages will
appear is
\MAX HRMS Welcome Rumesh. .| Last Name: | Apansa Errar mesza 5 validation fails.
home | Emsoree Homcommers | Empipes Enfarmarin Dote of Birtn [1988/10/13 | FERR tor e
Upload
Emp. Na! 10004 Hire Date: 1988/10/13 E Error messa; 52
Rumesh Aponso Gender: Errar messa -
*m f B S:“:s:n?::cg By clicking Edit Departmerts: | Developmert] v ]{ Serier 5"9"“"17'@ E " ﬁ Upload a new
of Birth: -10-
fre Date: 1988-10-13 button will open edit [= T+ [Engineer FI! / {,[ E ‘o E photo of the
nder:  Male pop-up window. J P - user.
partments: Development Developer 1995-12-01 to 9999-01-01 [T Add New
HR Manager  1986-12-01 to 1995-12-01
N
Back dit
< Hl X
Firight RMAX z?m | Enploves Payrall | s profie eset ‘aUpda‘fe Cance
L4 yd
[

Cancel and exits
the form.

Edited employee
details will be saved
to the database.

Figure 5 - Employee information page and edit employee information pop-up

Note: Only admin can access payroll management page and he can add new salary to a

particular employee.

MAX HRMS

- Payroll Management

<,1] E> X {} Lhttp://www .maxhrms.com/payra @ )

MAX HRMS

Welcome Rumesh., !

[y Profile |

Hame | Payrall Management

Emp. No:

MName: Rumesh Aponso

From Date Ta Date Salary
Breadcrumb
1986-06-26 1987-06-26 60117
1987-06-26 1988-06-25 62102
— Add New Salary
New 5|'1||!I.I":|I" 99000 Errar message o
- [ - (7] ot

ent oll Management I My Profile

’, Resets the form

Copyright wx?mme Employes Manasement

Faoter links

New salary will be
saved to the database.

Figure 6 - Payroll management home page

Note: My account page is different from employee information page and the user is able to

change his/her password.
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MAX HRMS - My Profile

<:| |:> X {} {http://www, maxhrms,com/my_pr} @

Breaderumb

Welcome Rumesh...!

X
/ N\
Date of Birth: 1988-10-13

Hire Date: 1988-10-13
Gender:  Male

%\AX HRMS
ome: | My Profile
Emp. Ma: 10004

Rumesh Aponso
Senior Engineer

HR Manager

Capyright RMAX 2012,

Departments: Development Developer 1995-12-01 +a 99
1986-12-01 +o

Change Password

Current Password!

Mew Password!

Re-type Passward:

Footer links

New password will be

saved to the database.

Figure 7 - My profile page

Resets the form

Note: Success/Error page is common throughout the web application, where the success/error

message is subject to change depending on the previous action taken by the user.

MAX HRMS - Error Page

<:| I:> X {} {htto://www maxhrms.com/error | @

Breadcrumb

[

This Back button
will guide the user
to previous page,
which is Home,
Employee
Management or

MAX HRMS

Welcome Rumesh,..!

Home |
Error message :(

-,
?Bock

| Fawan | My Profile

Payroll Management.

Capyright RMAX z? Hame | Emplayee

&

4

Footer links

A Web Page

<0 X 45

1@ D

Breaderumb

4

This Back button
will guide the user
to previous page,
which is Employee
Management or
Payroll Management.

MAX HRMS

Welcome Rumesh,..!

Home |
Success message i)

-
?Back

| fawal

[

Copyright RMAX z? Home | Emplayes

Figure 8 - Common success page

4

Footer links

Apart from the above pages/mock-ups, there are few static pages such as company profile,

about, contact us, etc. will be included to the web application. Also jQuery data table will be

used in employee management page and payroll management page. As a result the web

application will be uses the built-in jQuery data table library features such as search, sorting,

pagination etc.
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3. MVC Based Web Application Using A UML Class Diagram

3.1. UML Class Diagram

<<Entity>>
UserAccount

+username: String
+password: String

<<Controller>>
ChangePasswordController

+userLevel: Integer
+empNo: Integer

+updateAuthenticationInfomation()

+saltvalue: String -
+userImgPath: String Utily
+currentUserEmpNo <<submit>>,
+currentlserName
+cur{enﬂJserSEquitvLevel <<Form>>
<<Form>> +activePage ChangePasswordForm
LoginForm +previousPage <<Client Page>>
MyProfile <<TextBox:>>+oldPassword
<<TextBox>>-+username Rt <<TextBox > d
<<TextBox>>+password +myProfileInformation <<TextBox>>+retypePassword
<build>>
<<Image>>+btnLogin() <<Image>>+btnReset()
<<Image>>-+btnSubmit(
<build>>
<<submit>> <<buid>> <<Client Page>>
SuccessPage
T <<link>> <<Label>>+successMsg
<<Client Page>> <<Client Page>> <<Server Page>> Ve,
Login gi o LoginController MyProfileController
+currentioggedInUser <<link>> <<buid>> ' <<link>>
+authenticate( stSiomhlyFofic ave) <<Client Page>>
ErrorPage
<<link>; <<Label>>+errorMsg
<<redirect>> <<redirect> >
<<build>>
< <5 Page>> SESeVeaGsE <<Client Page>>
erver Page. PayroliController "
LogoutController <<c";'::;ige>> <<link>> EmployeePayrollInformation <<Form>>
<<link>> +showEployeePayrollInformationPage() +selectedEmployeePayrollInformation bl
Hogout() HoadEmployeePayrollQ s <<Label>> +empho
<<link>> <<TextBox>>+salary
<<build>> ) <<TextBox>>+fromDate
<<link>> <<TextBox>>+toDate
<<link>>
<<Image>>+btnSave()
<<Client Page>> RS <<Image>>+btnReset()
Employers mi‘;\\ EmployeeController <<Client Page>> <<link>>
+employeelList <<link>> SuccessPage !
<<Link>>+btnView( +showEmployeePage() <<Label>>+successMsg <<submit>>
<<Link>>+btnAddNewEmployee() W H+shodvlva‘nErrr;IplnveelnformatlonF’ageO
loa loyeesQ <<build>>
S <ink>> <<Server Page>>
PayrollInformationController
s lient Page > >
<<Client Page>> !<I<IDC
EmployeeInformation lewEmployee <<link>> +addNewPayrolEntry(Q)
+selectedEmployeeInformation “+newEmployeelnformation
<<Server Page>> <<Client Page>> i
0 EmployeelInformationController ErrorPage
+addNewEmployee() <<build>> | <<Label>>+errorMsg
< <link>> +updateEmployee() s
Salary
<<Client Page>> <<Form>> +empNo: Integer
Editmployeelnformation AddemployeelInformationForm i‘;alary: Integer
: " +fromDate: Date
+selectedEmployeeInformation <<label>>+empNo <<submit>> PP +oDate: Date
<<TextBox>>+firstName Employee
<<TextBox>>-HastName
<<Select>>-+gender +empNo: Integer
<<TextBox>>+dob +HirstName: String
<<TextBox>>+hireDate +HastName: String
<<Select>>+titleList +gender: String
<<Select>>+departmentlist +dob: Date
. <<Form>> <<TextBox>>+fomDateList +hireDate: Date
EditEmployeeInformationForm <<TextBox>>+toDateList +departmentEmployeeCollection: List
<<Label>>+empNo <<File>>+magePath E:gfrgire\x::.aﬂ:;mﬂecﬁon: List
e Slexiboc Hitiiane <<Image>>+btnSave() wsaKcmunlCoil’ecﬁon' List
Sldboc s dasliane <<Image>>+btnCancel) +titleCollection: List
<<Select>>-+gender <<Image>>+btnReset() z
<<TextBox>>+dob
<<TextBox>>+hireDate <<submit>>
<<Select>>+titleList
<<Select>>+departmentList
<<TextBox>>+fromDateList
<<TextBox>>+toDatelist
<<File>>+imagePath
<<Image>>+btnSave()
<<Image>>+btnCancel()
<<Image>>+btnReset()

Figure 9 - Detailed class diagram of the HR management system

Notes:

- The above diagram is designed assuming that the user has admin privileges. Thus it

shows the entire flow of the HR system. In a case of a normal user, there are some
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restrictions which should apply when rendering the views. These restrictions will be
handled via controllers at the server side.

- SuccessPage and ErrorPage client pages are common throughout the above diagram.

- Utility class will be uses to store the session data of the application.

- In the above design, only the main flows have been considered. Therefore as shown in
section 2 (mock-ups), there are alternative ways such as breadcrumb, footer links,
back buttons and banner links to navigate throughout the web application.

- EmployeeController, PayrollController and MyProfileController normally associated
with an ErrorPage. But in the diagram it considered only the success scenario.

- When adding a new user to the system, a user account for him/her will be created
automatically with a default password.

- Search functionality in employee management page and payroll management page
comes with the jQuery data table plug-in. As a result the search is not extracted as a
form in the design. Furthermore, it will load data in AJAX style, thus a separate

search result page is not defined.
3.2. Full Entity-Relationship Diagram

Following diagram shows the full entity-relationship diagram of the HR management system

with modifications has been done to support the requirements stated in section 1.1.

] security_levels ¥
security_level _id INT(2)

level_name VARCHAR(15)
>
m user_acc v

emp_no INT(11)
security_level _id INT{2)

dept_emp ¥ i v
J pt_emp username YV ARCHAR(50) ] salaries
emp_no INT (11
P 1y password VARCHAR(54) emp_no INT(11)
dept_no CHAR(4]
o @ salt_value Y ARCHAR(32) salary INT(11)
from _date DATE
- userImgPath LONGTEXT from_date DATE
to_date DATE > to_date DATE
»> >
| departments v
dept_no CHAR(4)
dept_name V ARCHAR({40) ] employees v
> emp_no INT{11)
birth_date DATE
m dept_manager ¥ - ] titles L
first_name V ARCHAR( 14)
dept_no CHAR{4) emp_no INT({11)
|ast_name Y ARCHAR(16)
emp_no INT(11) title VARCHAR(50)
ender ENUM{M', P
from _date DATE E ¢ ) fram _date DATE
hire_date DATE
to_date DATE to_date DATE
>
> >

Figure 10 - Full entity-relationship diagram with modifications
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4. Design and the Process of User Authentication

4.1. User Authentication Process

As per the discussion above, there are two types of users and as shown in Figure 11, both

these users must login at the beginning in order to use the HR management system.

<<Client Page>>
Login

<<Form>>
LoginForm

<<TextBox>>+username
<<TextBox>>+password

<<Image>>+btnLogin()

< <submit>>

+currentLoggedInUser

<<redirect>>

<<Client Page>>

<<Entity>>
UserAccount

+username: String
+password: String
+userLevel: Integer
+empNo: Integer
+saltValue: String
+userImgPath: String

<<Server Page>>
LoginController

Utility

+authenticate()

<<redirect>>

<<Client Page>>
Home

+ogout()

LoginError
<<link>> <<build>>
<<Server Page>>
LogoutController
<<link>>

Figure 11 - Class diagram for user authentication

Basic Scenario of the Authentication Process

+currentUserEmpNo
+currentUserName
+currentUserSecurityLevel
+activePage
+previousPage

The user must enter both username and password then should press the login image button.

At that time the user will authenticated against the database through the server. If the

authentication successful, the user will be redirects to the home page, otherwise the user will

be redirects back to the login page with an error message.

Moreover, after a successful login, the user details including security level will be stored in a

session, until the user logout. As per the discussion in section 1 (requirements), users can

view information and perform actions depending on the security level.

Security Aspect of the Authentication Process

Accordingly, in order to increase the security of the authentication process, the password will

be encrypting using a hashing function (SHA-256) with a random salt value in it. Generally
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this will take place during adding a new user to the system or when a user changes his/her
password in my profile page. At that time, the encrypted password and the random salt value
will be stored in the database. Similarly when the authentication occurs, the login user’s
password and the stored salt value will be encrypting using the same hashing function and

will be match against the stored password (hash value) of that particular user.

Moreover, in order to enhance the authentication process, SSL certificate and Spring Security

might use in the implementation phase if necessary.
4.2. Changes in the Sample Database

Accordingly, to satisfy the mentioned user authentication process, following modifications
have been done to the original entity-relationship diagram of the employee sample database,
which available at the MySQL website.

_| security_levels ¥
security_level_id INT(2)
level_name VARCHAR(15)

>

:| user_acc v
emp_no INT{11)
security_level _id INT(Z)
username V ARCHAR(50)
password VARCHAR(64)
salt_value VARCHAR(32)

userImgPath LONGTEXT
>

|

_| employees v
emp_no INT(11)
birth_date DATE

first_name VARCHAR{14)
last_name VARCHAR(18)
gender ENUM(M','F)
hire_date DATE

Figure 12 - Original entity-relationship diagram with modifications

As highlighted in Figure 12, user_acc and security_levels tables are added to the original
entity-relationship diagram in order to support the user authentication process.

Note: Please see Figure 10 for full entity-relationship diagram.
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